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What will NOT be covered
 Computer Architecture 
 Digital Design
 VLSI design



Why care about verifiable computing?

What do these devices have in common?



Why care about verifiable computing?

They all are computers!



Why care about verifiable computing?

 End user:
”How do I know that the devices I use are 
trustworthy?”

Chip designer: “How do I know that the chips I 
get from the fab are exactly as per design and 
not tampered with?



Why care about verifiable computing?

Real life example – iPhone X compromised!



Why care about verifiable computing?
 Phone known to be compromised 

as adversary messages contact 
with things said on a live Zoom call

 Police forensics unable to find entry 
point nor traces of stalkerware

 Phone not jailbroken by owner
 Many consumer might as well be 

black boxes to their owners!



Why care about verifiable computing?

Second example - Simple CMOS Inverter



Why care about verifiable computing?

Try spotting the difference!



Why care about verifiable computing?



Why care about verifiable computing?



Why care about verifiable computing?



Why care about verifiable computing?

RNG with dopant level trojan



Why care about verifiable computing?



Why care about verifiable computing?



Why care about verifiable computing?
 Dopant level attacks cannot be found even with 

Scanning Electron Microscopy!
 Only way to detect is to compare production chips 

with “golden chip”
 Hard to know if chip is even tampered unless you 

already are looking out for a specific attack!
 Difficult to inspect fab process; easy for state level 

actor to carry out said attack



Why care about verifiable computing?
 Unfortunately, an open 

source chip fabrication 
process doesn’t yet exist

 Work is being done in that 
space. (see image!)

 What can we do for now?



Sam Zeloof DIY Z2 Chip – Photos!



Sam Zeloof Chip Lab



Why use FPGAs?
 General Purpose device
 FPGA used in various devices and applications, 

thus difficult to tamper in silicon
 Allows a user to verify the correct operation of a 

device by inspecting HDL (Hardware Description 
Language) code.

 User can customize/hack their devices if desired.



Why use FPGAs? - FPGA Architecture

General Structure of a FPGA



Why use FPGAs? - FPGA Architecture

Lattice iCE40 Internal Block Diagram



Why use FPGAs? - FPGA Architecture

Lattice iCE40 – Programmable Logic Block



Why use FPGAs? - FPGA Architecture

Lattice iCE40 – I/O Bank and I/O Cell



Existing Works

Bunnie Studios Precursor



Existing Works

Precursor – Block Diagram (Mainboard)



Existing Works

Precursor – Block Diagram (SoC)



FPGA Design Flow



FPGA Design Flow - Processes
 Synthesis:

Converts HDL code into netlist file describing logical 
connections between blocks.

 Place and Route (PnR):
Takes synthesized design and turns it into a physical 
implementation based on the target FPGA device. 

 Bitstream Generation:
Generates a bitstream file containing instructions for 
Configurable Logic Blocks (CLB) on target device.



Toolchains – Process Tools
 Synthesis - Yosys
 Place and Route - nextpnr
 Bitstream Generation – various projects under 

F4PGA



Toolchains - F4PGA
 Aims to be the “GCC” for FPGAs
 Open source FPGA toolchain
 Focused on FPGA architecture definitions
 Supports Xilinx 7-Series, Lattice iCE40 and 

ECP5, as well as QuickLogic EOS-S3 



Toolchains - F4PGA



Toolchains - F4PGA

F4PGA Device Support Status



Toolchains - LiteX
 Framework for building FPGA SoCs
 Supports building various RISC-V and other soft 

core CPUs
 Uses Migen, a Python based HDL
 Easily customize your own SoC design with various 

peripheral cores (serial, PCIe, Ethernet, etc)



Toolchains - LiteX



Toolchains - LiteX

Example SoC design on Acorn CLE-215+ board 



Toolchains - LiteX

Acorn CLE-215+ board definition



Implementation - Processor
 Why RISC-V?

 Open Source ISA

 <50 instructions for RV32I

 Frozen Base Instructions + 
Standard Instructions

 Custom extensions possible



Implementation - Processor



Implementation

Acorn SQRL CLE-215+



Implementation

Acorn SQRL CLE-215+ (Block Diagram)



Implementation

Xilinx Artix-7 Family



Implementation - Setup



Demo



Future Projects
 RISC-V Laptop:

Verifiable laptop design using RISC-V on FPGA for processor.

 Airwave Project:
Investigation into cellular device security; with focus on cellular 
communications. Possible phone implementation based on 
Software Defined Radio (SDR) for baseband? 
 



Future Projects

Messing with postmarketOS for Airwave Project



References and Resources
 Precursor Wiki: https://github.com/betrusted-io/betrusted-

wiki/wiki 
 F4PGA: https://f4pga.org/
 LiteX: https://github.com/enjoy-digital/litex
 Bootstrapping a Libre, Self-Hosting RISC-V Computer: 

https://open-src-soc.org/2021-03/media/slides/3rd-RISC-V-
Meeting-2021-03-31-13h30-Gabriel-Somlo.pdf



References and Resources
 Stealthy Dopant-Level Hardware Trojans: 

https://sharps.org/wp-content/uploads/BECKER
-CHES.pdf



Where to find me:
 Twitter: @quantumcatgirl

Mastodon: @sleepyowl@chaos.social

For direct contact:
Email: joyce_ng@hyantechnologies.com
Discord: Schrödinger's Catgirl (Joyce)#3724



Questions?
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